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• Motivation 
o Passwords 
o Passwords on mobile 
devices 
o Current solutions 
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o Key concepts 
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o Implementation 
o Use of context 
• Evaluation 
• Conclusion 
• Demo 
• Q&A 
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Poor usability 
Motivation: passwords 
Insecure 
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Motivation: passwords on mobile devices 
Typing 
inconvenience 
“There’s an app for 
everything” 
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Motivation: current solutions 
Platform-
based account 
mgmt 
Browser 
password 
managers 
Password 
vaults 
Secure 
provisioning? 
Yes Yes No 
Disruption to 
user’s workflow? 
No No Yes 
Supports all 
passwords/apps? 
No No Yes 
Need developer 
support? 
Yes Supported in 
major browsers 
No 
Portable to other 
platforms? 
Available Yes Yes 
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Approach: key concepts 
Passwords through 
the keyboard 
Secure password 
storage 
App authentication 
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Approach: architecture 
User 
MDM server 
Relying app 1 
Keyboard 
Password store 
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Relying app 2 Relying app 3 
System keystore 
Mobile OS 
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Approach: workflow 
User Keyboard Password store 
1. Log in 
8. Get account 
9. Return user name and password 
6. Display accounts 
7. Select account 
10. Prompt to indicate corresponding field 
11. Indicate corresponding field 
12. Populate field 
4. Get account(s) for relying app 
5. Return account(s) 
3. Request user name and password 
2. Prompt for user name and password 
Repeat for user name, password 
If [multiple accounts] 
 
Relying app 
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Approach: implementation 
• Google Nexus S 
• Android 4.0.4 
• App authentication 
o package name 
e.g. com.skype.raider 
o app developer signature 
• Secure storage: KeyChain 
• Keyboard 
o Input Method 
Framework 
o Mediated by Android 
o Apps strictly separated 
o Only manual keyboard 
change 
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Approach: use of context 
• App-specific access 
o Storage and retrieval per app 
o Browsers: subdivision per website domain 
 
• MDM policies 
o White- or blacklisting 
o Password pooling 
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Platform-
based account 
mgmt 
Browser 
password 
managers 
Password 
vaults 
Secure 
provisioning? 
Yes Yes No 
Disruption to 
user’s workflow? 
No No Yes 
Supports all 
passwords/apps? 
No No Yes 
Need developer 
support? 
Yes Supported in 
major browsers 
No 
Portable to other 
platforms? 
Available Yes Yes 
Our approach 
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Currently only 
Android 
Evaluation 
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Conclusion 
• Passwords 
o are here to stay… for now 
o are more cumbersome on mobile devices 
 
• In comparison, we provide a better combination of 
o usability 
o security 
o interoperability 
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Demo 
14 
Q&A 
